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v HTTPD(Apache, IIS...)

H
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(Tomcat, WebLogic...)
(Oracle, MySQL, SQL Server...)

v Java, Perl, ASP, PHP, Ruby...
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Verbose Error Messages
HTML Comments
Known Directory

Known CGI File
Configuration File Disclosure
Backup File Disclosure
SQL Injection

Cross-Site Scripting
Buffer Overflow

OS Command Injection
Meta Character Injection
Directory Traversal

Null Injection

User-Agent Manipulation
Referrer Manipulation
Debug Commands
Extension Manipulation
Frame Spoofing
Brute/Reverse Force
Session Hi-Jacking
Session Replay

Session Forging
Password Recovery

Challenges of Automated Web Application Scanning

WhiteHat Security, Inc




¥ SQL (Structured Query Language)



http://www.example.com/login.asp?
user=foo&pass=bar

SELECT\ FROM USERS ERE

name='foo' AND password="bar"
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http://www.example.com/login.asp?
user=admin&pass=bar'or"'%3D'

SELECT *\EROM USERS vm&

name='admin' AND password="bar'or"="

. B

admin
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http://www.example.com/login.asp?
user=&pass="; DELETE FROM USERS --

SELECT * FROM USERS WHERE
name=" AND
password="; DELETE FROM USERS --'

-







http://www.example.com/cgi-bin/news.cgi?

file=0123

open(F
while(<

LE, ‘/var/www/news/0123.txt");
FILE>){print;}

close(F

LE);




http://www.example.com/cgi-bin/news.cgi?
file=../cgi-bin/news.cqi%00

open(F
while(<

close(F

LE);

LE, ‘/var/www/news/../cdi-bin/news.cqgr’);
FILE>){print;}

-




http://www.example.com/cgi-bin/news.cgi?

file=.

/..l../etc/passwd %00

open(F
while(<

LE, ‘/var/www/news/../../../etc/passwd’);
FILE>){print;}

close(F

LE);
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¢ HTML
¢ SQL
¢ OS
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! Burp proxy

http://portswigger.net/proxy/
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¢ AppScan (Sanctum)

http://www.sanctuminc.com/

¢ ScanDo (KaVaDo)

http://www.kavado.com/

¢ Weblnspect (SPI Dynamics)

http://www.spidynamics.com/

¢ WebProbe ( )

http://www.softek.co.jp/Sec/WebProbe/


http://www.sanctuminc.com/
http://www.kavado.com/
http://www.spidynamics.com/
http://www.softek.co.jp/Sec/WebProbe/

.









o

¢ mod_security

¢ guard3

¢ Guardian@JUMPERZ.NET
¢ AppShield
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! Intrusion Detection And Prevention
¢ Apache

http://www.modsecurity.org/


http://www.modsecurity.org/

N

LoadModule security _module modules/mod_security.so
<IfModule mod_security.c>

SecFilterEngine On

SecAuditEngine On

SecAuditLog logs/audit_log

SecFilterScanPOST On

SecFilterDefaultAction "pass,log”
</IfModule>

Snort - mod_security

http://www.modsecurity.org/documentation/converted-snort-rules.html


http://www.modsecurity.org/documentation/converted-snort-rules.html

LIS ISAPI

http://www.trusnet.com/tools/guard3/index.html


http://www.trusnet.com/tools/guard3/index.html

N

3

HKLM¥SOFTWARE¥CCS¥guard3¥

//192.168.7.60/photo-db/¥ <key>

//192.168.7.60/photo-db/¥UrlSizeLimit = 201 [DWORD]
//192.168.7.60/photo-db/¥PathSizeLimit = 100 [DWORD]
//192.168.7.60/photo-db/¥QueryStringSizeLimit = 100 [DWORD]
//192.168.7.60/photo-db/¥Rule02_Qsltem01 = "*=eno" [SZ]
//192.168.7.60/photo-db/¥Rule02_Qsltem03 = "*=0100" [SZ]
//192.168.7.60/photo-db/¥Rule03_Action = "reJect" [SZ]
//192.168.7.60/photo-db/¥Rule03_Qs = "*clear*" [SZ]
//192.168.7.60/photo-db/¥Translations = "| _<00>; <00><00>"[MULTI_SZ]

guard3 1.26 P.14



! JUMPERZ.NET
! Web IPS

! Java
http://www.jumperz.net/index.php?i=2&a=0&b=3

7 IPS (Intrusion Prevention System)


http://www.jumperz.net/index.php?i=2&a=0&b=3

<rule>
name=exploit(requestBody)
type=requestBody
pattern=[¥x00-¥x20¥x7F-¥xFF]
condition=match
case_sensitive=no

log=yes

action=block

command=none

</rule>

<rule>

name=defaced 1
type=responseBody
pattern=owned|rO0t|hacked|defaced
condition=match

case_sensitive=no

log=no

action=none

command=none

</rule>

Guardian@JUMPERZ.NE



v <script>alert(document.cookie)</script>
v x 2>/dev/null;ls -al;#

7 or’=

v ..I.1.1.letc/passwd%00
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L 2XX 3xX
7 403 Forbidden
7 404 Not Found
7 500 Internal Server Error



¥ 200
http://www.example.com/shop.cgi?price=39800

http://www.example.com/shop.cgi?price=12800

http://www.example.com/data/member.csv



Sanctum

¢ http://www.sanctuminc.com/


http://www.sanctuminc.com/

N

GET /index.html HTTP/1.0

>

GET /link.html HTTP/1.0

/link.html
/cgi-bin/login.html
/images/GTIl.png

>




¢ AppShield
:



7 1DS

7 SSL

IDS

7 IDS (Intrusion Detection System)
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t Ver.2.1 1IS 6.0 Resource Kit Tools

¢ Windows Server 2003, Windows XP
Y Windows2000
11S60rkt.exe /V/a
Log Parser

LIS


http://www.microsoft.com/downloads/details.aspx?familyid=56fc92ee-a71a-4c73-b628-ade629c89499&displaylang=en

N

LogParser.exe “SELECT c-ip AS From,cs-uri-stem AS Path,
Count(*) AS Total FROM logs¥ex*.log WHERE cs-uri-stem

LIKE '%¥'%’ GROUP BY c-ip,cs-uri-stem ORDER BY Total DESC"
—Itp:-1

192.168.0.234 376  setup=;system( cat%20/etc/passwd’ )
192.168.0.234 285 file=<script>alert( Vulnerable’ )</script>
192.168.0.234 96 " %0A/bin/cat%20/etc/passwd|’

192.168.0.234 87 comma=%22 ;echo%20’ ' ;%20echo%20%601d%20%60;die



N

LogParser.exe “SELECT c-ip AS From, sc-status AS Status,
Count(*) AS Total FROM logs¥ex*.log WHERE NOT sc-status=200
GROUP BY c-ip,sc-status ORDER BY Total DESC"-rtp:-1

From Status Total
192.168.0.234 404 36297
192.168.0.163 501 24081
192.168.0.234 403 2241
192.168.0.163 403 1448
192.168.0.2 404 798

192.168.0.2 403 340



URL
7 Ixxx.cgi?ic
7 IXxx.cgi?ic
7 IXXX.cgi?ic
7 IXXX.cgi?ic
7 Ixxx.cgi?ic
7 IXxX.cgi?ic
7 IXxX.cgi?ic

7 IXXX.cgi?ic

=12345
=12344
=12343
=12342
=12341
=12340
=12339
=12338
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: URL

LogParser.exe "SELECT c-ip AS From,cs-uri-stem AS Path,
Count(*) AS Total FROM logs¥ex*.log WHERE
TO_LOWERCASE(SUBSTR(cs-uri-stem, LAST _INDEX_ OF(cs-uri-
stem,’.”’), STRLEN(cs-uri-stem)))=".asp’GROUP BY c-ip,cs-uri-stem
ORDER BY Total DESC" -rtp:-1

192.168.0.222 /hoge2.asp 160017
192.168.0.234 /hoge2.asp 1248
192.168.0.163 /Default.asp 290
192.168.0.158 /hoge.asp 289



N

LogParser.exe -0:CSV "SELECT * FROM logs¥ex*.log WHERE c-
Ip="192.168.0.234' ORDER BY
LogFilename,LogRow">192.168.0.234.csv




¢ POST

HTTP
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¢ IPAISEC
http://www.ipa.go.jp/security/awareness/vendor/programming/

2 Web 40
http://java-house.jp/~takagi/paper/idg-jwd2003-takagi-dist.pdf

http://d.hatena.ne.jp/HiromitsuTakagi/20030928#p1
Forensic Log Parsing with Microsoft's LogParser
http://www.securityfocus.com/infocus/1712

Without a Trace: Forensic Secrets for Windows Servers
http://www.blackhat.com/html/win-usa-04/bh-win-04-speakers.html
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http://www.ipa.go.jp/security/awareness/vendor/programming/
http://java-house.jp/~takagi/paper/idg-jwd2003-takagi-dist.pdf
http://d.hatena.ne.jp/HiromitsuTakagi/20030928#p1
http://www.securityfocus.com/infocus/1712
http://www.blackhat.com/html/win-usa-04/bh-win-04-speakers.html
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