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PKI

* PKI = Public Key Infrastructure

CryptdAPI
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Windows
Windows

OEM Windows
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Windows XP Professional Windows Server 2003 PKI

http://www.microsoft.com/japan/windowsxp/pro/techinfo/planning/pkiwinxp/default.asp
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— Windows PKI

— Windows

PKI
Ten Risks of PKI - http://www.counterpane.com/pki-risks.pdf
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%USERPROFILE%¥Application Data¥Microsoft¥SystemCertificates¥My

ROOT

CA

SPC

Trust

TrustedPeople

TrustedPublisher

http://msdn.microsoft.com/library/en-us/security/security/system store locations.asp
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MMC
CryptoAPI

Windows Update

http://www.microsoft.com/japan/windowsxp/pro/techinfo/administrati
on/manageautoupdate/ManagingDL.doc

Microsoft
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— Windows File Protection Arbitrary Certificate Chain
Vulnerability
. WFP
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 Windows
— Windows 2000
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Windows File Protection Arbitrary Certificate Chain Vulnerability
http://www.science.org/secalert/WFP_Arbitrary Certificate_Chain_Vulnerability.txt
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http://archives.jwntug.or.jp/public/index.html?ng=jwntug%2Epublic%2Esecurity&t=%3Cmid%
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http://www.port139.co.jp/csir wfp.htm
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PKI (Public Key Infrastructure)
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CryptoAPI
— Windows

Windows

— Windows 2000
Windows

CryptoAPI

Windows PKI

 Windows (Windows
File Protection)
— Windows 2000
WFP
WFP
SYS, DLL, EXE, OCX

(Software

Restriction Policy)
— Windows XP
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URL PKI

PKI IW2002 : /
http://www.nic.ad. ||o/|a/materlals/|W/2002/proceedmq/mdex html

; IW2001
http://www.soi.wide.ad. |p/|W2001/sI|des/16/16 1/
IPA
http://www.ipa.go.jp/security/pki/pki.html
PKI RFC IPA
http://www.ipa.go.jp/security/rfc/RFC.htmI#13
WG Challenge PKI 2002
— http://www.jnsa.org/seminar/active/CPKI2002.pdf
CACAnNet
— http://cvs.cacanet.org/doc/index.html

5 PKI
http://www.atmarkit.co.jp/fsecurity/special/02fivemin/fivemin00.html

http://www.atmarkit.co.jp/fsecurity/rensai/elesign01/elesign01-1.html

http://www.atmarkit.co.jp/fnetwork/rensai/pki01/pki01.html
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URL Windows PKI

Windows 2000 Server
— http://www.microsoft.com/windows2000/ja/server/help/

Windows 2000
— http://www.microsoft.com/windows2000/techinfo/howitworks/security/pki
Intro.asp
PKI
— http://www.microsoft.com/windows2000/techinfo/howitworks/security/cry
ptpki.asp
Windows 2000

— http://www.microsoft.com/windows2000/techinfo/howitworks/security/wi
ndows2000csoverview.asp

Windows XP Professional Windows Server 2003 PKI

— http://www.microsoft.com/japan/windowsxp/pro/techinfo/planning/pkiwin
xp/default.asp
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URL Windows PKI

Windows XP

— http://www.microsoft.com/japan/windowsxp/pro/techinfo/administration/
manageautoupdate/

The Cryptography API, or How to Keep a Secret
— http://msdn.microsoft.com/library/en-us/dncapi/html/msdn_cryptapi.asp
MSDN Library SDK Documentation “Cryptography”

— http://msdn.microsoft.com/library/en-
us/security/security/cryptography portal.asp

[MS02-050] ID (Q329115)
— http://www.microsoft.com/japan/technet/security/bulletin/MS02-050.asp
Windows File Protection Old Security Catalog Vulnerability
— http://www.science.org/secalert/WFP Old Security Catalog Vulnerabili
ty.txt
Windows File Protection Arbitrary Certificate Chain Vulnerability

— http://www.science.org/secalert/WFP Arbitrary Certificate Chain Vuln
erability.txt
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